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"Cybersecurity is much more than an IT 
issue—it’s a critical business risk.“

— Christine Lagarde, President of the European Central Bank



Executive Summary

Financial institutions are increasingly vulnerable to sophisticated cyberattacks. This
presentation concisely overviews the key cyber risks, attack types, compliance challenges,
and strategic responses.

Key Threats: Financial 
firms are prime targets 
due to their high-value 

data.

Examples: Recent 
global and regional 

breaches illustrate how 
widespread and 

impactful the issue is.

Compliance:
Regulatory 

environments are 
becoming stricter to 
combat increasing 

threats.

Strategy: Organizations 
must adopt a layered 
approach combining 
technology, people, 

and process.

Approximately 64% of financial institutions
reported experiencing a cyber incident
within 2024, marking a 12.5% increase from
the previous year.



Why Financial Institutions Are Prime Targets

The financial industry is a prime target for cybercriminals due to the wealth of valuable data it 
holds. Financial institutions are an attractive target due to the following factors:

Key Drivers

High-Value Data: Financial institutions hold large amounts of personally identifiable 
information (PII), credit card details, and transaction records.

24/7 Transactions: The continuous nature of financial transactions worldwide 
makes them vulnerable to disruption.

Complex Ecosystems: The increasing integration of FinTech, mobile banking, 
and open banking APIs expands the attack surface.

Target for Nation-State Actors: Financial sabotage can destabilize entire economies, 
making financial systems a key target for politically motivated actors.



Primary Risk Vectors

Cyberattacks often exploit weak points in systems and processes. Identifying these risk vectors is 
essential to prioritizing where to focus security investments.

Risk Areas

•Insecure laptops, mobile devices, and workstations create potential 
entry points for attackers.Endpoint Vulnerabilities

•Poor credential practices and the absence of role-based access 
controls increase the risk of unauthorized access.

Weak IAM (Identity & Access 
Management)

•Insecure cloud environments due to misconfigured security settings 
can lead to data breaches.Cloud Misconfigurations

•APIs lacking proper authentication and encryption are vulnerable to 
attacks.Unsecured APIs

•Weak security practices from vendors or partners provide attackers 
with access to financial systems.Third-Party Risks

•The lack of real-time logging and alerting leaves systems vulnerable to 
undetected attacks.Insufficient Monitoring



Impact of a Breach

The consequences of a cyber breach extend beyond financial losses to include significant 

operational disruptions and long-term reputational damage.

Impact

Average Cost of 
a Breach

In 2024, the average 
cost of a data breach 
in the financial sector 

was $4.88 million .

Detection and 
Containment 

Time

On average, it takes 
over 240 days to 

detect and contain a 
breach.

Operational 
Disruption

Breaches often cause 
system downtimes, 
halted transactions, 

and customer service 
overload.

Reputation Loss

Loss of brand trust 
and investor 

confidence can result 
in a prolonged 

recovery period.



Business Case for Cybersecurity Investment

Investing in cybersecurity is not just a cost—it’s a strategic necessity for financial institutions.

A Business Case for Cybersecurity investments

Cost Savings

Avoid financial 
losses and fines by 

preventing data 
breaches.

Reputation 
Management

Preserve customer 
trust and brand 

reputation.

Competitive 
Advantage

Demonstrate 
security as a 

differentiator in 
the market.

Regulatory 
Compliance

Avoid penalties by 
staying ahead of 

regulatory 
requirements.



Global Cybersecurity Landscape

Cybersecurity has become a critical concern for governments and organizations worldwide.
With the increasing sophistication of cyber threats, global spending and the frequency of
attacks have surged, highlighting the urgency for robust defense systems.

Key Insights - Global

•Worldwide spending on cybersecurity is projected to reach $212 
billion in 2025, reflecting the escalating investment needed to 
protect digital assets. 

Global Spending

•In 2023, cyberattacks occurred every 39 seconds, amounting to over 
800,000 attacks annually, showcasing the overwhelming scale of 
cyber threats. 

Attack Volume

•In 2024, 55% of cyberattacks were financially motivated, while 24%
were carried out for espionage purposes. Motives Behind Attacks

•Cyberattacks increased by 30% in Q2 2024 compared to the same 
period in 2023, indicating a steady and concerning rise. Rising Trend

•The average cost of a single data breach reached $4.88 million in 
2024, underlining the economic burden of weak cybersecurity.Cost of Breaches



Cybersecurity Landscape in Jordan

Financial organizations face a broad array of cyber threats that require tailored defenses. The key
threats are evolving constantly, and understanding them is crucial to prioritizing defense
strategies.

Key Threats

Phishing & Social 
Engineering

•Attackers use deceptive 
emails or calls to trick 
employees/customers 
into divulging 
credentials.

Ransomware

•Malware that locks 
critical systems and 
demands payment for 
their release.

Insider Threats

•Employees or 
contractors who misuse 
their access, either 
intentionally or through 
negligence.

Supply Chain Attacks

•Cybercriminals target 
third-party vendors 
with weak security to 
gain access to financial 
institutions.

Advanced Persistent 
Threats (APT) 

•Long-term, targeted 
attacks by skilled threat 
actors who maintain 
persistent access.

Zero-Day Exploits

•Attacks targeting 
vulnerabilities unknown 
to the vendor at the 
time of the attack.



Cybersecurity Landscape in Jordan: Current State

As cyber threats grow globally, Jordan has begun strengthening its cybersecurity posture. Despite
limited resources, the country is making notable progress through legal reforms, educational
initiatives, and national infrastructure.

Key Insights - Jordan

•Jordan advanced from 71st to 27th place globally in the Global
Cybersecurity Index (GCI) 2024, reflecting its commitment to enhancing
cybersecurity measures.

Global Ranking

•In the last quarter of 2024, the National Cyber Security Centre (NCSC) 
handled 1,457 cyber incidents, indicating a proactive approach to cyber 
threat management. 

Attack Frequency

•The cybersecurity sector in Jordan is expanding, with 16 prominent 
cybersecurity companies operating in Amman as of April 2025. Industry Readiness

•The Cybercrime Law No. 17 of 2023 was enacted to address emerging cyber 
threats, though it has faced criticism for potentially restricting freedom of 
expression. 

Legal Framework

•Jordanian universities have established cybersecurity programs, including a 
B.Sc. in Cyber Security at the University of Jordan and a Master's in Cyber 
Security at JUST, and others. 

Educational Development

•The NCSC launched the National Cyber Security Strategy 2024–2028, 
aiming to create a safe and resilient cyberspace in Jordan. Institutional Advancement



Cyber Attacks & Data Breaches Statistics: Jordan and 
MENA (2020-2024)

The financial sector in Jordan and the MENA region has witnessed a significant uptick in both 
cyberattacks and data breaches over the last five years. The sophistication and frequency of 
these attacks continue to evolve, creating a pressing need for robust cybersecurity measures.

Region 2020 2021 2022 2023 2024

Jordan 750,000 820,000 880,000 900,000 950,000

MENA Region 2.5 million 2.8 million 3.0 million 3.2 million 3.5 million

Attack Types

Phishing 30%, 
Ransomware 

25%, Data 
Breaches 20%

Phishing 32%, 
Ransomware 

27%, Data 
Breaches 19%

Phishing 35%, 
Ransomware 

23%, Data 
Breaches 18%

Phishing 38%, 
Ransomware 

26%, Data 
Breaches 20%

Phishing 40%, 
Ransomware 

30%, Data 
Breaches 20%



Case Study – Jordanian Financial Sector

Regional examples make global risks relatable!

Incident (2025):
A Bank  was targeted by the 
Everest ransomware group, 
with attackers leaking data 

after adding the bank to their 
victim list.

Outcome:
Partial data exposure 

reported, with high concerns 
over customer information 
and operational continuity. 
The bank’s cyber team took 
containment and response 

actions swiftly.

Response:
Enhanced incident response 
protocols, endpoint security 
hardening, and accelerated 

implementation of Zero Trust 
Architecture.

Lesson:
Even established banks face 

critical threats — underlining 
the urgency of third-party 

risk assessments, continuous 
monitoring, and resilience 

planning.



Real-World Breach Cases

Case Year Cause Impact

Capital One 2019
Misconfigured AWS 
firewall

106 million customer 
records exposed, 
reputational damage.

Equifax 2017
Unpatched Apache Struts 
vulnerability

147 million records 
compromised, including PII 
and financial data.

Flagstar Bank 2022
Ransomware attack via 
GoAnywhere tool

Sensitive customer data 
exposed, system 
downtime.

Real-world case studies provide invaluable lessons on how breaches happen and highlight the importance 
of solid defenses. 

Consider the following Breach Incidents!



Regulatory and Compliance Environment

The financial sector is governed by various cybersecurity regulations and standards, 

which help ensure data protection and secure operations.

Key Regulatory Frameworks

PCI DSS
•A standard for protecting cardholder data and 

ensuring secure transactions.

GDPR
• A European regulation that enforces privacy and data 

protection for EU citizens.

ISO 27001
•An international standard for information security 

management systems.

Basel III
•Operational risk management guidelines that require 

financial institutions to identify and mitigate risks.

Central Bank 
Cybersecurity 

Guidelines

• Local regulations issued by central banks to enforce 
cybersecurity in the financial sector.



Cybersecurity in the Age of AI and FinTech

New tech brings both risks and innovation opportunities!

AI in Defense

Threat 
detection and 

behavior 
analysis.

AI in Offense

Deepfakes
and 

automated 
spear 

phishing.

FinTech 
Platforms

Expanded 
attack 

surfaces.

Opportunities

AI/ML 
improve 

fraud 
detection and 
risk scoring.



Cybersecurity in the Age of AI and FinTech

A Double-Edged Sword

Defense & Offense AI is transforming cybersecurity in finance — empowering defenders, but also
arming attackers.

Offensive AI Threats
Sophisticated, scalable,
and stealthy.

Defensive AI Applications
Smart, predictive, and fast.

Fraud Detection: Real-time anomaly spotting in transactions.

Biometrics: Facial and voice recognition for secure access.

Behavioral Analysis: AI models detect unusual patterns.

Phishing 2.0: Deepfake audio/video and tailored scams.

Hacking Bots: AI automates system scans for weak points.

Social Engineering: AI mimics trusted identities to deceive



Emerging Risks in the Financial Sector

As the cybersecurity landscape evolves, financial institutions must adapt to new threats 

and risks that have emerged due to technological advancements.

Emerging Risks

Ransomware as a Service (RaaS)

•Growing availability of ransomware tools, making it easier for cybercriminals to execute targeted attacks.

AI-driven Attacks

•The use of AI and machine learning to conduct more sophisticated, automated, and personalized cyberattacks.

Cloud Misconfigurations

•As financial institutions move to the cloud, misconfigurations in cloud storage and services have become a significant threat.

Internet of Things (IoT) Vulnerabilities

•Increased use of IoT devices within financial operations can lead to security gaps if not properly managed.

Deepfake Attacks

•The use of deepfake technology to bypass identity verification and manipulate financial transactions.

Supply Chain Cybersecurity

•As financial institutions rely on third-party vendors, breaches in the supply chain can result in indirect attacks.



Cybersecurity Expectations for 2025 – 2030

What to Expect in the Coming Years (2025–2030)

Increasing Regulatory 
Pressure

•Governments will continue to 
tighten cybersecurity regulations, 
especially for critical industries like 
finance.

Enhanced Threat Detection 
Technologies

•AI and machine learning will play a 
major role in improving real-time 
threat detection and automated 
responses.

Zero Trust Model Adoption

•More financial institutions will adopt 
the Zero Trust security model, 
where all network traffic is 
considered untrusted until verified.

Cloud Security Optimization

•With increasing reliance on cloud 
infrastructures, institutions will need 
to focus on advanced cloud security 
strategies and integration of security 
tools.

Focus on Cyber Resilience

•Rather than just defense, 
organizations will need to focus on 
creating resilient systems capable of 
quickly recovering from breaches.

Collaboration with Cyber 
Insurance

•Expect more institutions to integrate 
cybersecurity insurance as a critical 
part of their risk management.



Framework for Cyber Resilience

To mitigate cyber risks, financial institutions must develop a comprehensive and adaptive security 
framework that prioritizes resilience and continuous improvement.

Resilience Strategies 

Zero Trust 
Architecture

Every access 
request is 

verified before 
allowing entry, 
regardless of 

the user's 
location.

Threat 
Intelligence 
Integration

Incorporate 
threat 

intelligence 
feeds to stay 
updated on 

global threat 
actors and 

attack tactics.

Security 
Operations 

Center (SOC)

A centralized, 
real-time 

monitoring 
and incident 

response hub.

Encryption & 
DLP

Protect 
sensitive data 
both at rest 

and in transit, 
and 

implement 
Data Loss 

Prevention 
(DLP) 

measures.

MFA & IAM

Enforce multi-
factor 

authentication 
(MFA) and 

identity and 
access 

management 
controls to 
secure user 

access.

Employee 
Awareness 

Training

Regular 
training on 
identifying 

phishing 
attacks and 
other social 
engineering 

tactics.

Third-Party 
Audits

Conduct 
regular 
security 

assessments 
of third-party 

vendors.



Executive Leadership’s Role in Cybersecurity

Cybersecurity must be a top priority for executive leadership, ensuring alignment with business 
objectives and strategic goals.

Key Leadership Responsibilities 

Strategic Alignment

Cyber risk 
management must 
align with overall 
business 
objectives.

Budget Allocation

Ensure adequate 
resources are 
allocated to 
cybersecurity tools, 
talent, and training.

KPI Monitoring

Track and monitor 
key cybersecurity 
performance 
indicators (KPIs).

Board Involvement

Cybersecurity must 
be regularly 
reviewed at the 
board level to 
ensure that the 
institution is 
prepared for 
potential threats.



Strategic Recommendations

To enhance cybersecurity resilience, financial institutions should implement the following 
strategies:

Recommended Actions 

Penetration Testing & 
Security Audits

•Regularly conduct tests to 
identify vulnerabilities before 

attackers do.

Zero Trust Principles

•Apply Zero Trust principles across 
all users, devices, and data.

Incident Response 
Simulations

•Update and simulate incident 
response plans quarterly to 

ensure preparedness.

Employee Training & Role-
Based Access Controls

•Invest in continuous training and 
implement strong access control 

policies.

Cybersecurity Frameworks 
Alignment

•Adopt NIST, ISO 27001, and other 
best practice frameworks for 

guidance.

Cyber Risk Scoring for 
Vendors

•Use risk scoring systems to assess 
vendor security posture.



Strategic Roadmap for Financial Institutions

To build a robust cybersecurity posture, organizations must follow a structured approach that spans
assessment, planning, deployment, and continuous improvement.

This roadmap provides a clear, actionable framework for securing digital assets, implementing policies,
engaging stakeholders, and adapting to evolving threats.



Call to Action

It’s time to TRANSITION from awareness to action.

Next Steps

• Evaluate your 
institution’s 
cybersecurity 
posture to identify 
gaps.

Assess Cybersecurity 
Maturity

• Prioritize 
cybersecurity in 
business strategies 
and allocate 
resources.

Engage Executive 
Leadership • Ensure that both 

technology and 
talent are equipped 
to tackle emerging 
threats.

Invest in 
Infrastructure and 

Training

• Proactively assess 
risks from external 
vendors and cloud 
providers.

Audit Third-Party 
Dependencies



Questions and Answers
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